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ABSTRACT
This paper will present the historical development o f theorems 
regarding permutation polynomials in several variables over finite fields. 
Single variable permutation polynomials will be discussed since they are so 
important to the discussions which will follow. Theorems involving 
permutation polynomials and systems o f permutation polynomials will also 
be considered. It will be shown that many o f the interesting results 
obtained for finite fields can be generalized to finite rings.
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CHAPTER 1
INTROD UCTIO N
This thesis will discuss permutation polynomials and systems o f 
permutation polynomials in several variables over both finite fields and 
finite rings.
The topic o f single variable permutation polynomials has been 
thoroughly researched by leading finite field theorists including Dr. Gary 
Mullen who has written a survey paper. Extensive research has already 
been done on single variable permutation polynomials. These results 
will be reviewed in this thesis.
Following a brief introduction o f the preliminary definitions 
necessary to this thesis. The first chapter will discuss fundamental 
results and various criteria for permutation polynomials. Chapter 2 will 
define presently known classes o f permutation polynomials since it 
appears that such classifications are necessary to results with any degree
2
o f generality. Chapter 3 is dedicated to the famous and final resolved 
Carlitz conjecture o f 1966. Chapter 4 defines and discusses
Dickson/Chebyshev polynomials o f the second kind. In Chapter 5 we 
will briefly address one o f the Chowla and Zassenhaus conjectures. 
Chapter 6 is dedicated to Schur's conjecture and Mullen's matrix analog. 
The relationships between Latin Squares, matrix methods and 
permutation polynomials will be explored in Chapter 7.
In Chapter 8, we begin our discussion o f  permutation polynomials 
in several indeterminates. Our intuition regarding field permutation will 
fail us at this point necessitating the introduction o f orthogonal systems 
o f polynomials. In Chapter 9, we present an original proof on 
orthogonal systems by Dr. Peter Shiue. In Chapter 10, we discuss 
application o f permutation polynomials over finite fields to cryptography 
and combinatorial design. Surprisingly this will take us back to Latin 
Squares and a review o f Desargues's Theorem from projective geometry.
3
PR ELIM IN A RIES
Let F  be a finite field o f order g = p r . A polynomial /  e F fX ]  is 
referred to as a permutation polynomial when the mapping f : F —>F  is 
one-to-one. The natural question which arises is: Can we tell simply by 
looking at the coefficients o f /  whether or not /  is a permutation 
polynomial? This question can be answered by exhaustion when the 
degree o f /  is small, however the task becomes quite arduous when the 
degree o f /  is large or even modest.
In order to begin a discussion o f permutation polynomials, we first 
be familiar with the notion and notation o f finite fields.
D EFIN ITIO N . For a prime p,  let Fp be the set o f integers
{0,1,-- , p - 1}. During calculations if  a number exceeds / ? - l ,w e t a k e  
its value modulo p.
In this paper we will use Fq to represent the field with q elements. 
Recall that q must be a prime power to yield a field. Some authors use 
GF(q)  to represent the same, wehre GF  represents the term "Galois 
field".
4
Such notation is used to honor Galois for adding to the 
foundations o f the study o f finite fields already given by Gauss in the 
early 1800s. Use o f the Fq notation is now more standard, hence we will 
use it exclusively in this thesis.
CH A PTER  2 
SOM E EARLY RESULTS
(i) Polynomials o f degree 0 are never permutation polynomials.
(ii) X '  permutes F  if  and only if  gcd(/,g -  1) = 1.
(iii) Let /  e F q[X], a g F,  b e F ,  b £ 0 ( m o d q ) . Then the following 
statements are equivalent.
(a) /  permutes F  .
(b) f  + a permutes F  .
(c) b f  permutes Fq.
PR O O F: (i) and (iii) Are obvious.
(ii) The number o f non-zero powers in F  is
( a - \ ) / g c d ( i ,q  - I )  and X ‘ permutes F  if  and 
only if  that number is q - 1.
5
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The theorem and lemmas that follow are well known, so we will 
forego the proofs. These can be found by the reader in the Finite Fields 
volume o f The Encyclopedia o f Mathematics and Its Applications by Lidl 
and Niederreiter [1].
C R IT E R IA  FO R  PERM U TA TIO N  PO LY NOM IALS
(Lidl and Niederreiter [1])
LEM M A  1. f  e F q\x\  is a permutation polynomial of Fq if  and only i f  one 
o f the following conditions holds:
(i) / : c —» / ( c )  is onto;
(ii) f ' - c —> f { c )  is one-to-one;
(iii) f ( x )  = a has a solution Fq for each a eF q.
As we can see there are three ways to define a permutation 
polynomial since the field under consideration is finite.
Given a function <j) from Fq into itself, there exists a unique
polynomial g  e f j x ]  with degree less than q such that g{c) = <j>(c) for all 
c e F q . To find such g  we can compute the Lagrange interpolation 
polynomial for <j) or use the following formula:
I f  we already know f  g  can be computed by reducing/m odulo  x q -  x . 
LEM M A  2. For f , g  e F q[x \  f { c )  = g(c) for all c g F  if  and only if
f ( x )  = g(x)mod(xg - x ) .
H E R M IT E 'S  C R IT ER IO N
Let Fq be a characteristic p.  Then f  e F q[x\ is a permutation 
polynomial o f Fq if  and only if  both the following conditions hold:
(i) /  has exactly one root in F  ;
(ii) for each integer t such that 1 < t < q -  2 and t = Omod p , the 
reduction o f f ( x ) ‘ mod(x9 - x) has degree <q - 2 .
CO RO LLA RY . If  d  > 1 is a divisor o f q -  1, then there is no permutation 
polynomial o f Fq o f  degree d.
PR O O F: I f  f  e F q[x] with deg { f )  = d ,  then deg ( / (9“1)/rf) = ^ - 1, so 
condition (ii) o f  Hermite’s criterion is not satisfied for t = {q - 1) / d . ■
8
Condition (i) in Hermite's criterion can be replaced by other 
conditions. For example, we can use nontrivial additive characters o f a 
group to determine whether a polynomial is a permutation polynomial. (See 
Chapter 5, Section 1 and Chapter 7, Section 1 o f Lidl and Niederreiter [1].)
Since 1983, many results have been obtained regarding permutation 
polynomials over finite fields. The most complete surveys o f such results 
have been done by Gary L. Mullen [1]. Mullen provides surveys and 
unsolved problems to encourage continued research in this field. Mullen 
points out applications for permutation polynomials such as a cryptography 
and experimental design theory.
CHAPTER 3
KNOW N CLASSES O F PERM U TA TIO N  
PO LY NOM IALS
The known classes o f permutation polynomials include Dickson's list 
o f  all normalized permutation polynomials up to degree 5 and o f degree 6 
and q, the size o f  the field under consideration are relatively prime. We will 
discuss the original forms o f permutation polynomials as they are 
equivalent to the normalized forms, and the non-normalized forms allow us 
to refer to the original criteria for permutation polynomials.
DICKSON POLYNOM IALS
Another class o f permutation polynomials is the class o f  Dickson 
polynomials Dn(x,a)  o f degree n over Fq defined as follows for all a e F g ,
pi f n - p
,=o n ~ J
Note that a = 0 yields
Dn(x,a)  = £  . {-a)J x"~2J
“ \  J )
10
Dn(x,a) = x n .
Hence, the Dickson polynomials are a generalization o f the power 
polynomials. It is known that x n is a permutation polynomial if  and only if 
{ n , q -  1) = 1, and for a ^ O ,  Dn(x,a)  is a permutation polynomial if  and
only if  (n,q2 - 1) = 1. Note that the actual elements o f the field do not
influence whether or not a polynomial permutes the field. Only the size o f 
the field and the degree o f the polynomial are o f any consequence.
Lidl and Niederreiter [1] point out that Dickson polynomials are 
"closely related" to Chebyshev polynomials o f the first kind. Expanding 
our notion o f Dickson polynomials to complex numbers, Chebyshev 
polynomials o f  the first kind
Tk (x) = cos(& arccosx), 
we discover through substitution that
Dn(2x,\) = 2Tt (x).
Due to this connection many people view Dickson polynomials o f the first 
kind as identical to Chebyshev polynomials o f the first kind.
11
T H E  RAUSSNITZ C R IT ER IO N
(taken from Lidl and Niederreiter [1])
Recall that in a circulant matrix each row is obtained from the 
previous row by a cyclic shift o f the entries usually to the left. The same 
process is used to construct Latin Squares. Also recall that the characteristic 
polynomial o f a matrix defined as follows. Let A be a square matrix in the 
field K. The determinant F(x) = \xl -  A\ is a polynomial in x with 
coefficients in K  is called the characteristic polynomial o f A.
Raussnitz provided yet another useful criterion for permutation
g - 2
polynomials in 1882. Let / ( x )  = ]T atx' and let My be a circulant matrix
(=0
with first row (aQ,ax,---,aq_2}. Under these conditions f ( x )  permutes Fq if  
and only if  the characteristic polynomial o f My is [xq - x ) /(*  -  / ( 0 ) ) .
In 1883 Raussnitz also proved that f { x )  is a permutation polynomial 
if  and only if  ]T % (/(c)) = 0 for all nontrivial additive characters % o f  F  .
ceFv
In finite fields, the two finite Abelian groups o f greatest interest are 
the additive and multiplicative groups. There are explicit formulas for the 
characters o f each o f these groups. For the duration o f this thesis familiarity
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with the formula for additive characters is mandatory. Let p  be the 
characteristic o f Fq, then the prime field contained in F  if  Fp = Z/{p)
where Z  / (p) is the field o f integers modulo p. Let Tr. Fq —>Fp be the
absolute trace function from Fq to Fp. Note that for a  e F -  Fq and
K  = Fq the trace FrF/K{ai) o f  a  over K  is given by
TrF/K(a) = a  + a q+---+aq '‘ ' .
Further if  K  is the prime subfield o f F, then the above formula yields the 
absolute trace function. Once the trace function is obtained the additive 
characters, % are defined by
x(c) = e2mTr̂ /p for all c e F q .
O T H E R  CLASSES:
(a) I f  m is a divisor o f {a - 1) and q is odd, there are permutation
polynomials o f the form x a+m~Um +ax  with a e F n .
(b) I f  r and (a - 1) are coprime, s is a divisor o f  (a - 1) and g(**)
( /  \ \ (? —i)/5 permutes F  .
13
Still another class o f permutation polynomials is that o f  linearized 
polynomials.
Let F  r be an extension field o f F„. Also let
q  <7
I—1 v
L(x)  = a s:xQ , a s e F r clearly L(ax + by) = aL{x) + bL{y) . L(x)
s=0 q
permutes Fqr if  and only if  d e t ( a ^ )  ^  0 where i , j  e{l,2,3,---}. Further if
all a s & Fq, then L(x) permutes the extension field F r if  and only if
/ • - i
]T a  sx s and x r -  1 are relatively prime.
s=0
A class which is closely related to linearized polynomials is referred
to as [ps ,d} polynomials.
k
If  L(x) = a(x p with a( = 0 and s is not a divisor o f i, let d  be a
/=o
divisor o f p s - 1 where p  is not a divisor o f d. I f  a polynomial M  has no 
roots in Fq, L{x) = xM {xd  ̂ and S(x) = x M d(x) then S' is a permutation
polynomial in the ( p sd} class.
It is natural to be struck by the large number o f definitions and 
classes o f permutation polynomials. This is due to the complexity of
14
determining whether a polynomial is a permutation polynomial. There is 
currently no good test for the coefficients o f even single variable 
permutation polynomials with modest degree. The many definitions and 
classes have been posed so that we can reach generalizations for some 
families o f polynomials.
CHAPTER 4
TH E C A R L IT Z  C O N JECTU RE
The Carlitz conjecture o f 1966 has generated a great deal o f research. 
His conjecture states that for every even integer k, there is a constant Q. so 
that if  q is both odd and greater than Ck , there is no permutation polynomial 
o f degree k  over Fq. Special cases o f this conjecture have been proved
independently by Wan [1] and Cohen [1]. This history as well as the history 
which follows is documented by Mullen [1].
The general case was only recently resolved by Fried, Guralnick and 
Saxl [1]. The proof o f the Carlitz conjecture is extremely involved and 
quite lengthly comprising approximately one hundred pages. Details o f the 
proof will not be discussed here. Their work also yielded an exciting 
biproduct. For p  greater than 3, any normalized indecomposable 
exceptional polynomial over Fq is either a Dickson polynomial or has a 
degree which is a power o f the characteristic p.  Exceptional polynomials
15
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are generally discussed in terms o f algebra curves and will not be addressed 
in this paper in that form. However, exceptional polynomials are intimately 
related to permutation polynomials. A polynomial, / ( x ) i s  classified as 
exceptional if  no irreducible factor o f ( / ( * ) -  f { y ) ) j { x - y )  is absolutely 
irreducible in Fq\x ,y \ .  These polynomials are so closely related to
permutation polynomials that they too are defined in myriad ways. We can 
also think o f exceptional polynomials as polynomials which permute 
infinitely many finite extension fields o f F  . Obviously, all exceptional 
polynomials are permutation polynomials. Only when the size o f  the field 
under consideration is large are all permutation polynomials also 
exceptional. Lidl and Niederreiter [1] cover exceptional polynomials 
extensively.
Four classes o f exceptional polynomials were known and researched 
as o f 1990. These were power polynomials, Dickson polynomials, 
linearized polynomials, and sub-linearized polynomials discovered by 
Cohen.
Another exciting and long standing conjecture follows as a corollary 
to the Carlitz conjecture, now a theorem. According to Mullen [1] the
17
Dickson conjecture for exceptional polynomials proposes that if  f ( x )  is an 
exceptional polynomial o f degree p  over F  , then f ( x )  can be reduced to a
normalized exceptional polynomial o f the form ~ a f P  ̂ where d  is a
divisor o f p  -  1 and a  ^  (3̂  for any B in F„.
The same conjecture for permutation polynomials is still an open 
problem.
Several recent conjectures are now known to be true as a result o f  the 
work o f Fried, Guralnick and Saxl [1]. Mullen conjectured that if  / i s  o f 
even degree, n, and q is odd with q > n(n - a ) ,  then the number o f  distinct 
images o f / i s  at most q -  \ { q - \ ) / n \  where \k~\ represents the smallest 
integer greater than or equal to k, Wan [2] generalized this by proposing that 
if  q > nA and n and q - 1  are coprime, then no permutation polynomial o f 
degree n exists over F  . Wan [1] also showed Mullen's conjecture to be 
equivalent to the Carlitz conjecture if  the size o f a field is large when 
compared to the degree o f the polynomial. Wan's conjecture is now 
resolved for characteristics greater than 3.
CHAPTER 5
D ICK SON PO LY NOM IALS O F TH E 
SECOND KIND
We move now to Dickson polynomials o f the second kind. 
They are defined as follows:
[*/2] ( k  -  A
/» (* )=  X  . ( - ! ) '*
(=0 V 1
where f k satisfies the recursion relation
f k  (*) = xfk-1 (x ) -  f k - 2  (*)> k ^ 2 -
We have already discussed the relationship o f Dickson polynomials 
o f the first kind to Chebyshev polynomials o f  the first kind. A similar 
relationship exists between Dickson polynomials o f the second kind and 
Chebyshev polynomials o f the second kind. Dickson polynomials o f the 
second kind have been explored extensively over finite fields. Many 
exciting algebraic and number theoretic properties exist over finite fields 
and residue class rings o f integers for such polynomials. The study of
18
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Dickson polynomials o f the second kind is tremendously cumbersome 
compared with the study o f Dickson polynomials o f the first kind. A major 
open problem is to find nontrivial additive characters for such polynomials 
o f  degree n over fields o f size q such that En{x,a) permutes F  . Referring 
to the definition, it is natural to concentrate on the case a = 1. In 1982 
M atthews [1] proved that if  « + l = ±2(m od m) for m = p, (q - 1) / 2 and 
(q + 1) / 2 then En{x,\) is a permutation polynomial over Fq . Cohen [1] 
proved that when q is prime, the aforementioned conditions are also 
necessary if  E n{x,\) is to induce a permutation o f F  . Unfortunately for
p -  3 and 5 examples exist where q - p d so that E n{x, 1) is a permutation 
polynomial over Fq , but does not satisfy these congruence conditions. At 
present, it is conjectured that when p >  7 and d >  2 such conditions are 
necessary and sufficient for E  {x,\) to induce a permutation on Fn.fr
Recently Cohen [1] proved the conjecture for d >  2 , but the calculations 
became so involved that at present it appears that his methods are not 
feasible for d  = 3, much less the general case. Henderson and Matthews [1]
20
have found additional conditions that make E n(x, 1) a permutation 
polynomial over Fq when q = p d for p -  2 ,3  and 5.
In [1] Mullen poses an intriguing question as to whether for p -  2 
and p -  3 there exists "some deep underlying connection" between the 
Dickson polynomials o f the second kind and classes o f indecomposible 
exceptional polynomials. It would be exciting if correlations could be made 
and the proof o f the Carlitz conjecture by Fried, Guralnick and Saxl [1] 
could be at least partially applicable to some o f these problems.
CHAPTER 6
T H E CHO W LA AND ZASSENHAUS 
C O N JEC TU R E
The Chowla and Zassenhaus conjecture [1] o f 1968 stated that if 
f { x )  is an integral polynomial o f  degree greater than or equal to 2 and p  is 
a sufficiently large prime for which/ permutes Fp , then there is no integer c 
between 0 and p  for which f ( x )  + cx is a permutation polynomial o f F  .
This conjecture was generalized by Cohen, Mullen, and Shiue [1] in the 
following way. Suppose /  and g  are monic permutation polynomials o f
degree n > 3 over Fp were p  > [n2 -  3n + 4) . Let h = f  -  g  and let t > 1 be
the degree o f  h. Then t > 3n/5 and if  n > 5 and t < n -  3, then t and n are 
not relatively prime. This is an extension o f Cohen's original result [1] 
proved in 1990. He proved that if  f ( x )  is an integral polynomial o f  degree
n > 2 , then for any prime p  > [n2 -  3n + 4) for which /  is a permutation
21
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/ (x) + cx is also a permutation polynomial o f Fp . Cohen's proof resolved 
the Chowla-Zassenhaus conjecture. The Cohen, Mullen and Shiue [1] result 
also shows that for large primes, permutation polynomials over Fp are 
isolated. It is at present unclear how far this isolation holds in general.
CHAPTER 7
SCHUR’S CO N JECTU RE
Dickson polynomials are necessary to Schur's conjecture o f 1923. 
For any permutation polynomial o f  Fp which is an element o f Z[x]
(considered modulo p)  is a composition o f binomials axn + b and Dickson 
polynomials for infinitely many primes. Many special cases o f Schur's 
conjecture were proved before 1970. Schur settled the conjecture where the 
degree o f / i s  prime. Wegner extended this result to cases where the degree 
o f /  is a product of two odd primes or an odd prime power. Kurbatov 
extended this result still further by proving Schur's conjecture for degrees 
which are products o f at most four distinct odd primes or a product o f two 
odd prime powers. Kurbatov also showed that if  n = p x---pk with distinct 
odd primes, and none o f those primes can be written as a linear combination 
o f  the others with nonnegative integer coefficients, then Schur's conjecture 
holds for polynomials o f degree n. In 1970 a comprehensive proof o f
23
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Schur's conjecture was given by Fried who additionally established an 
appropriate version for polynomials over an algebraic number field. Fried 
also shows that if  /  e<0[x] is a composition o f binomials and Dickson 
polynomials and the degree is relatively prime to 6, then f  is a permutation 
polynomial over Fp for infinitely many primes.
CHAPTER 8
C O M PLETE MAPS AND PLANAR 
POLYNOM IALS
A polynomial f { x ) e F q\x\  is as a complete map if  both f ( x ) and 
f { x )  + x  are permutation polynomials o f F  . Complete mappings are 
instrumental in the construction o f sets o f mutually orthogonal Latin 
squares. Latin squares have yielded important contributions to 
combinatorial theory. Given n different symbols an n x n square array o f 
such symbols in which there is no repetition o f a symbol in any row or 
column is called a Latin square. Two Latin squares over the same finite 
field are said to be orthogonal is every ordered pair (x ,y) o f elements o f the 
finite field appears in the square obtained by superimposing one on the 
other. If  this occurs the resulting square is sometimes called an Euler 
square.
An intensive study o f complete mappings by Niederreiter and 
Robinson [1] in 1982 revealed that when a complete mapping is reduced
25
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modulo the familiar x q -  x . Then for odd q, the degree o f the reduced 
polynomial is q -  3 at most. Additionally Wan [1] proved that this is true 
for even q in 1986.
In 1990 Evans, Greene, and Niederreiter [1] conjectured that if 
/  e i^ [x ]  such that f ( x )  + cx is a permutation polynomial for at least
[iq / 2] values o f c eF q , then / ( * ) - / ( 0 )  is a linearized p-polynomial over 
Fq . In other words,
m
/ ( * )  “  / ( 0 ) =  Y j a iXP' f° r  a i 6  Fq •
/=0
Evans, Green and Niederreiter [1] have already proved this for f { x )  = x e 
and for prime q. The general question is however still an open question. 
For odd q the bound [<gr / 2] = (^ — 1) / 2 is the best possible bound. More
precisely since x ^ +Î /2 +cx  is a permutation polynomial for (q -  3) / 2 
values o f c in F  , the bound o f (q - 1) / 2 cannot be reduced.
Also in 1990, Chou [1] proved that if  S  is a subset o f Fa with 
cardinality less than or equal to q -  2 and f ( x )  + cx is a permutation 
polynomial for all c in S, then the reduction o f  / (x) modulo x q - x  has 
degree at most q - 1 -  |,S|. Planar polynomials, also known as difference
27
polynomials are defined in the following way. A polynomial f { x )  is called 
planar if  f { x  + a ) - f { x )  is a permutation polynomial for each q in F*
T
Note that Fq represents all nonzero elements o f the field. An example o f a
planar polynomial is f { x )  = over any field o f odd size.
A problem o f beguiling character is to find k  and q such that 
hk (x) = 1 + jc + x 2+- • •+xk is a permutation polynomial o f  F  . This problem 
looks deceptively simple. However, like many easy looking permutation 
polynomial problems, it has grown in complexity. Matthews [1] has shown
that when q = p  or p 2, hk(x) is a permutation polynomial o f Fq if  and only 
if  k  = lm od ( / ? ( < 7  -1 )) . It is conjectured that k  = \ m o d ( p ( q - \ ) )  is both 
necessary and sufficient for hk{x) to permute Fq for all odd q, but the
problem is still under investigation. It seems easy to find conditions that are 
either necessary or sufficient. The difficulty lies in finding conditions 
which are both necessary and sufficient for hk(x) to permute F  .
CHAPTER 9
PERM U TA TIO N  PO LY NOM IALS IN SEVERAL 
IN D ETERM IN A TES: O R TH O G O N A L 
SYSTEM S O F PO LY NOM IALS
Let n>  1 and Fq[xl,x2,---,xn] be the ring o f  polynomials in n 
indeterminates over Fq. Let Fq represent the Cartesian product o f n copies 
o f F  . Given a polynomial /  &Fq[xx,x2,--',xn\ , if  f ( x x,x2,---,xn) = a in 
Fq has the same number o f solutions for all a e F q, this number must be 
qn~x. W hen n is larger than 1, we are unable to think o f / ( * , , x2," - ,x n) = a 
over F  as inducing a permutation o f Fq since the polynomial does not map
Fq into itself. Because o f this intuitive difficulty, the following definition
will aid our understanding and lead us into systems o f permutation 
polynomials.
D EFIN ITIO N . A system o f polynomials
e F q [ x 1 ^ ™ < n ,
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is said to be orthogonal in Fq if  the system o f equations
f x(x{,x2,---,xn) = ax, - - - J m{xv x2,---,xn) = am
has qn~m solutions in Fq for each (a],a2,---,am) e Fq .
It is important to note that every polynomial in an orthogonal system 
is a permutation polynomial. Such orthogonal systems can be extended. 
TH EO R EM . For every orthogonal system /,,•••,/„ , e Fq[jc,}•••,*„], 
1 < m < n , in Fq and every r, 1 < r < n -  m , there exist polynomials 
f m + W ’fm+r 6 ^ [ * 1  such that an orthogonal system
in Fq.
Necessary and sufficient conditions can also be given for orthogonal 
systems in terms o f character sums. The system e F q\xx,---,x,^\,
\ < m < n  is orthogonal in Fn if  and only if
Z  l k { f \ { cW--’Cn}--%biX f m{cx,---,cn))) = 0
(cu --,c„ )eF "
for all additive characters Xbl>'"%bm Fq .
In spite o f the above criteria and connected results two major 
problems in this area remain open. Both revolve around the important 
Hermite criterion for single variable permutation polynomials.
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The first one o f these open problems is to find a version o f the 
Hermite criterion for n indeterminates to test whether a given polynomial 
f ( x x,• • -,xn) is a permutation polynomial when n is greater than 1.
The second is to find a version o f Hermite's criterion for orthogonal 
systems which contain fewer than n polynomials. This problem has been 
resolved for exactly n polynomials as follows.
T H EO R EM . Let Fq be o f characteristic p.  Then the system
is orthogonal in Fq (which makes all such 
polynomials permutation polynomials!) if and only if  the following two 
conditions hold.
(i) when is reduced modulo x f  - x x,---,xqn - x n the
coefficient o f  x^~x • • • x q~x is nonzero;
(ii) when / / '  • • • is reduced modulo {ytf -  x x,• • -,xq -  the
coefficient o f x q~x---xq~{ is zero whenever tx,---,tn are integers 
with 0 < tt < q - 1  for 1 < / < n , not all tt = q ~  1, and at least 
one t/ # 0 m o d p .
See Lidl and Niederreiter [1] for the proof o f this theorem.
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Matrix methods can be extremely useful for the characterization of 
permutation polynomials. The property o f being a permutation polynomial 
in n indeterminates is invariant under nonsingular linear transformations o f 
the form
n
x t = Y da t j y j + bt \  1
7=1
where aij,bi e F q and determinant atj *  0 . I f  f  ,g  e F q[xx,---,xn\ and / can
be transformed into g  through a transformation o f the above form or vice 
versa, then /  and g  are said to be equivalent. This equivalence yields the 
following theorem.
T H E O R E M . (Lidl and Niederreiter [1]) Let /  eF q[xl,---,xn\ with degree 
( / )  < 2 and n > 2 . For odd q, f  is a permutation polynomial over Fq if  and 
only if  / i s  equivalent to a polynomial o f the form g(x,, •••,.*„_,)+ xw for 
some g  For even q , f  is a permutation polynomial over
Fq if  and only i f / i s  equivalent to g(jc,,---,x„_,) + x„or + for
some g<zFq[ x ^ - - , x n_x].
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D EFIN ITIO N . (Lidl and Niederreiter [1]) A polynomial /
is called a permutation polynomial in n indeterminates over Fn if  the
equation has q n 1 solutions in Fq for each a e F q .
For odd q the above theorem translates easily into a matrix criterion 
for permutation polynomials in several indeterminates. Suppose 
/  with degree ( / ) < 2 ,  and let ,4 be the coefficient matrix o f
the quadratic form in f  Let A'  be the augmented matrix containing A and a 
column o f coefficients o f the linear terms. By the above theorem /  is a 
permutation polynomial over Fq if  and only i f  rank (A') > rank (,4).
A major problem which remains unresolved is the generalization o f 
the last theorem to polynomials o f greater degree.
CHAPTER 10
A PR O O F BY DR. PE T E R  SHIUE
Before addressing applications, we offer a brief and elegant proof regarding 
orthogonal systems by Dr. Peter Shiue. Two lemmas are necessary to the 
proof.
LEM M A  1. (Lidl and Niederreiter [1])
The system / „ / 2>—»/* e Z [ x l,x2,---,xn], 1 < k < n ,  is orthogonal in 
Zpf iff y(bi,b2,---,bk) e Z ^ ,  with (bl,b2,...,bk,pr) = 1, the polynomial 
b \ f  + b2f 2+—+bkf k is a permutation polynomial over Z  r .
LEM M A  2. (Hensel's lemma in n variables)
Let f ( x v x2,...,xn) e Z [ x v x2,...,xn]. Suppose
...,«„) = ()(mod p)  and that d /3x;[5 (a ,,a2,...,an)\ = 0(mod p )  for
some /. Then the congruence d (x x,x2,...,xn) = 0(mod p j ) has a solution for 
every j .
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TH EO R EM . Let the system f v f 2, - " , f k eZ [x,x2,---,x„], 1 < k < n  be 
orthogonal over a finite field Zp . Let a = (al,a2,...,an) be a solution o f the 
system /  = 0(m od p ). I f  the rank o f J  mod p  = k ,  then the system
is orthogonal mod p k where
J  =
M(a)
8x, '
5A(S 
8^!
8x
8 /w -
* (aOX]
— ip)
PR O O F: (By Dr. Peter Shiue [preprinted])
By Lemma 1, F ( x x, x2, ■ • •, xn) = b j x + b2f 2 +• • •+bkf k and is a 
permutation polynomial modulo p  for all {bx ,b2 ,• • • ,bk ,p)  = 1. Further 
F(a1,a2,—,an) = 0 for f l(al,a2,—,an) = 0.
Consider
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since rank J = K { m o d p ) ,  the system J
bx
-  0 has one solution, namely
bl =b2 ■bt = 0. Thus J
bx
* 0  whenever (bl,b2,---,bk,p) = 1. This
implies that
— \a ) 
8x,
 (a)
&c2 V '
5F
(a)
* 0 .
By Lemma 2, we know that F ( x l,x2,---,xn) is permutation 
polynomial over Zp, . Thus the system f , f 2, ••■,/* is orthogonal over Z  , J  
Next we will discuss applications o f permutation polynomials and
related matrix methods to cryptography and combinatorics.
CHAPTER 11
A PPLICA TIO N S O F PERM U TA TIO N  
POLYNOM IALS OV ER 
FIN ITE FIELDS
Mullen discusses in great detail the historical development o f  the 
main applications o f permutation polynomials over finite fields [1]. 
Permutation polynomials are common components o f secure crypotraphic 
systems. Many "old fashioned" systems have been cracked by the 
increasing availability o f more powerful computers as well as the 
networking o f such computers. But the power o f permutation polynomials 
puts those who understand them ahead o f such vast computational power. If  
one wants to secretly send from A to B  a message, M, using a permutation 
polynomial A may send f ( M )  = N  to B. When B  receives the encrypted
message N  one must calculate f ~ x(N)  = f ~ x( f ( M ) )  = M . We require that
f ( x )  be computationally simple and that f ~ x{x) be difficult or impossible 
to obtain through guessing or even educated guessing. Dickson permutation 
polynomials are an excellent and at this point a conventional choice for 
cryptography.
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Another well known system, Cade's system, was broken in 1987 by 
James, Lidl, and Niederreiter [1]. The system lacked security because it 
was based on a functional composition of permutations. This failing is 
analogous to the problems now facing crytographic systems based on 
products o f primes. Greater computational power and availability has been 
deadly to the better known cryptographic systems.
At present, it is quite difficult to find an efficient algorithm for the
determination o f f ~ \ x )  given f ( x )  a permutation polynomial over Fq 
when q is large.
Permutation polynomials are a useful tool for the extension of 
combinatorial design theory. A large area o f study in this field is the 
construction o f models for statistical analysis. An application o f complete 
mappings is the construction of sets o f MOLS. A special type o f Latin 
Square is the pandiagonal Latin Square. If  a Latin Square is o f order n, it is 
said to be pandiagonal if  each o f the wrap around diagonals are 
permutations o f the n elements under consideration. Complete maps, also 
known as virtual paths, are used to construct sets o f  p -  3 mutually 
orthogonal pandiagonal Latin Squares o f prime order p.  Atkins, Hay and
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Larson are responsible for much of the research in this area. These 
pandiagonal Latin Squares are based on the cyclic additive group o f  F  . 
(Note that wraparound diagonals are parallel to the main diagonals.) Chou 
has expanded the constructability o f mutually orthogonal pandiagonal Latin
Squares to q = p n. The study o f affine planes, mainly the problem of 
determinacy whether an affine plane o f prime order is Desarguesan, has 
been enhanced by the results regarding orthomorphisms o f F„. A  
Desarguesian plane is any projective plane in which Desargue's Theorem 
holds. Otherwise a plane is said to be non-Desarguesian.
Recall the famous Desargues's Theorem.
T H E O R E M . If  AAXBXCX and AA2B2C2 are in perspective from point 0, 
then the intersection o f the lines AXBX and A2B2, o f A2C2, and o f  BXCX and 
B2C2 are collinear.
The following illustration is an instantiation o f Desargues Theorem.
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C '
\ A
0 1
Permutation polynomials and planar polynomials are clearly applicable to 
the study o f affine planes. For odd p , f  is planar if  f ( x  + e) -  f { x )  is a
permutation polynomial for every e eF*  Recall that F* is all nonzero
• H
elements o f Fq . All quadratics o f the form ax2 +bx + c are planar, and if  q 
is an odd prime, then each planar polynomial is also quadratic. Suppose 
q = p n for n > 1, Dembowski and Ogstrom [1] have conjectured that every 
planar polynomial with / ( 0 )  = 0 is o f the form
n - 1 .
^  aijx p +pJ such that a(j e  Fq .
<V=0
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Gluck [1], Ronyai and Szonyi [1] have proved this conjecture for n = 1.
The general case remains unresolved.
Another unsolved problem in system 1 o f permutation polynomials is 
to determine all pairs ( f , g ) o f permutation polynomials such that if  q is an
odd prime and K\(q -1 )  and B (a ,k ) is a subgroup for F* o f  orer k , f  and g
are both elements o f  Fq[x] which have the properties o f permuting F?[x]
and f ( x  + b ) - g ( x ) ^ B ( q , k )  for all x b GB(q,k) .
SUMMARY
This thesis has presented a great deal o f historic development o f 
permutation polynomials and orthogonal systems.
The field o f permutation polynomials is highly complex and 
applicable to both personal and government security as well as 
combinatorial analysis. It will indeed be exciting to see how the field 
develops given the recent proof o f the Carlitz conjecture and various matrix 
methods.
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